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SOCIAL SECURITY

Office of the Inspector General

November 19, 1999

To Kenneth S. Apfel
Commissioner of Social Security

This letter transmits the PricewaterhouseCoopers LLP (PwC) report on the audit of the Fiscal Year (FY) 1999
financial statements of the Social Security Administration (SSA) and the results of the Office of the Inspector
Genera’s (OIG) review thereon. PwC’sreport includes the firm’s opinion on SSA’s FY 1999 financial
statements, its report on SSA management’ s assertion about the effectiveness of internal control, and its report
on SSA’s compliance with laws and regulations.

Objectives of a Financial Statement Audit

The objective of afinancial statement audit is to determine whether the financial statements are free of material
misstatement. An audit includes examining, on atest basis, evidence supporting the amounts and disclosuresin
thefinancial statements. An audit also includes assessing the accounting principles used and significant
estimates made by management, as well as evaluating the overall financial statement presentation.

PwC’ s examination was made in accordance with generally accepted auditing standards, Government Auditing
Sandardsissued by the Comptroller General of the United States, and the Office of Management and Budget
(OMB) Bulletin No. 98-08, as amended. The audit includes obtaining an understanding of the internal control
over financial reporting, and testing and eval uating the design and operating effectiveness of the internal contral.
Dueto inherent limitationsin any internal control, thereisarisk that error or fraud may occur and not be
detected.

Therisk of fraud isinherent to SSA’s programs and operations, especially within the Supplemental Security
Income program. In our opinion, individuals outside of the organization perpetrate the majority of fraud against
SSA. A discussion of fraud issues affecting SSA and the activities of the OIG to address fraud is presented in
the Inspector General’ s Report to Congress, a separate section within this accountability report.

Audit of Financial Statements, Effectiveness of I nternal Control, and Compliance with L aws and
Regulations

The Chief Financial Officers (CFO) Act of 1990 (P.L. 101-576), as amended, requires SSA’s Inspector General
(IG) or an independent external auditor, as determined by the |G, to audit SSA’sfinancial statementsin
accordance with applicable standards. Under a contract monitored by OIG, PricewaterhouseCoopers LLP, an
independent certified public accounting firm, performed the audit of SSA’s FY 1999 financial statements. PwC
also audited the FY 1998 financial statements, presented in SSA’s Accountability Report for FY 1999 for
comparative purposes.
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PwC issued an unqualified opinion on SSA’s FY 1999 financial statements. PwC also reported that SSA’s
assertion that its systems of accounting and internal contral are in compliance with the internal control
objectivesin OMB Bulletin No. 98-08. However, the audit identified two reportable conditionsin SSA’s
internal control. The control weaknesses identified are:

1. SSA Needsto Further Strengthen Controlsto Protect Its Information
2. SSA Needsto Complete and Fully Test Its Plan for Maintaining Continuity of Operations

In FY 1998 PwC reported a third reportable condition, “ SSA Can Improve Controls Over Separation of Duties’.
In FY 1999, SSA made significant progressto correct this weakness and in the opinion of the auditors, it isno
longer areportable condition. We commend SSA on its progress, but encourage the organization to continue its
effortsin thisarea. Strong internal control, including proper separation of duties, are important to mitigate the
risk of fraud.

PwC also reported instances of noncompliance with laws and regulations as follows:

1. Section 221(i) of the Social Security Act, which requires periodic continuing disability reviews for
title 1l beneficiaries; and

2. TheFederal Financial Management Improvement Act of 1996 (FFMIA) for the cumulative effect of
the two internal control weaknesses listed above.

OI G Evaluation of PwC’s Audit Per for mance

To fulfill our responsbilities under the CFO Act and related legidation for ensuring the quality of the audit
work performed, we monitored PwC’s audit of SSA’s FY 1999 financial statements by:

Reviewing PwC' s approach and planning of the audit;

Evaluating the qualifications and independence of its auditors;

Monitoring the progress of the audit at key points;

Examining its working papers related to planning the audit and assessing SSA’s internal control;
Reviewing PwC’s audit report to ensure compliance with Gover nment Auditing Standar ds and
OMB Bulletin No. 98-08, as amended;

Coordinating the issuance of the audit report; and

Performing other procedures that we deemed necessary.

Based on the results of our review, we determined that PwC planned, executed, and reported the results of its
audit of SSA’s FY 1999 financial statementsin accordance with applicable standards. Therefore, it is our
opinion that PwC’s work provides a reasonable basis for the firm’s opinion on SSA’s FY 1999 financial
statements and SSA management’ s assertion on the effectiveness of itsinternal control and compliance with
laws and regulations. Based on our review of the audit, we concur with PwC’ s finding of reportable conditions
related to internal control weaknesses and instances of noncompliance with section 221(i) of the Social Security
Act and the FFMIA.

i
James G. Husg, Jr.
Inspector General

SOCIAL SECURITY ADMINISTRATION BALTIMORE MD 21235-0001
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Pricewater houseCoopersLLP
1616 N. Fort Myer Dr.
Arlington VA 22209-3195
Telephone (703) 741 1000
Facsimile (703) 741 1616

REPORT OF INDEPENDENT ACCOUNTANTS

To Kenneth S. Apfe
Commissioner of Social Security

In our audit of the Social Security Administration (SSA) for fiscal year 1999, we found that:
The principal financial statementswere fairly stated in all material respects;

Management fairly stated that SSA’ s systems of accounting and internal contral in place as of
September 30, 1999 are in compliance with the internal control objectives in Office of Management
and Budget (OMB) Bulletin No. 98-08, as amended, Audit Requirements for Federal Financial
Satements, requiring that transactions be properly recorded, processed, and summarized to permit the
preparation of the principal statements in accordance with generally accepted accounting principles,
and the safeguarding of assets against loss from unauthorized acquisition, use or disposal; and

Our testing identified two reportable instances of noncompliance with the laws and regul ations we
tested.

The following sections outline each of these conclusions in more detail.

OPINION ON THE FINANCIAL STATEMENTS

We have audited the accompanying consolidated balance sheets of SSA as of September 30, 1999 and
1998, and the related consolidated statements of net cost, changesin net position, financing, and budgetary
resources for the fiscal years then ended. These financial statements are the responsibility of SSA’s
management. Our responsibility is to express an opinion on these financial statements based on our audits.

We conducted our auditsin accordance with generally accepted auditing standards, Gover nment Auditing
Standardsissued by the Comptroller General of the United States, and OMB Bulletin No. 98-08, as
amended. Those standards require that we plan and perform the audit to obtain reasonabl e assurance about
whether the financial statements are free of material misstatement. An audit includes examining, on atest
basis, evidence supporting the amounts and disclosuresin the financial statements. An audit also includes
assessing the accounting principles used and significant estimates made by management, aswell as
evaluating the overall financial statement presentation. We believe that our audits provide a reasonable
basis for our opinion.

In our opinion, the consolidated financial statements audited by us and appearing on pages 29 through 41 of
thisreport present fairly, in all material respects, the financial position of SSA at September 30, 1999 and
1998, and its consolidated net cost, changes in net position, budgetary resources and reconciliation of net
cost to budgetary resources for the fiscal years then ended in conformity with generally accepted
accounting principles.
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REPORT ON MANAGEMENT'SASSERTION ABOUT THE EFFECTIVENESS
OF INTERNAL CONTROL

We have examined management’ s assertion that SSA’ s systems of accounting and internal control arein
compliance with the internal control objectivesin OMB Bulletin No. 98-08, as amended, requiring
management to establish internal accounting and administrative controlsto provide reasonable assurance
that transactions are properly recorded, processed, and summarized to permit the preparation of the
principal statementsin accordance with generally accepted accounting principles, and the safeguarding of
assets againgt loss from unauthorized acquisition, use or disposal.

Our examination was made in accordance with standards established by the American Ingtitute of Certified
Public Accountants (AICPA), Government Auditing Standards issued by the Comptroller General of the
United States, and OMB Bulletin No. 98-08, as amended and, accordingly, included obtaining an
understanding of the internal control over financia reporting, testing and evaluating the design and
operating effectiveness of the internal control, and such other procedures as we considered necessary in the
circumstances. We believe that our examination provides a reasonable basis for our opinion. Our
examination was of the internal contral in place as of September 30, 1999.

Because of inherent limitationsin any internal control, misstatement due to errors or fraud may occur and
not be detected. Also, projections of any evaluation of the internal control over financial reporting to future
periods are subject to therisk that theinternal control may become inadeguate because of changesin
conditions, or that the degree of compliance with the policies or procedures may deteriorate.

In our opinion, management’ s assertion that SSA’ s systems of accounting and internal control arein
compliance with the internal control objectivesin OMB Bulletin No. 98-08, as amended, requiring that
transactions be properly recorded, processed, and summarized to permit the preparation of the principal
statements in accordance with generally accepted accounting principles, and the safeguarding of assets
againgt loss from unauthorized acquisition, use or disposal, isfairly stated, in al material respects.

In addition, with respect to the internal control related to those performance measures determined by
management to be key and reported in the Overview and Supplemental Financial and Management
Information, we obtained an understanding of the design of significant internal control relating to the
existence and compl eteness assertions and determined whether it has been placed in operation, as required
by OMB Bulletin No. 98-08, as amended. Our procedures were not designed to provide assurance on the
internal control over reported performance measures, and accordingly, we do not provide an opinion on
such control.

However, we noted certain matters involving the internal control and its operation that we consider to be
reportable conditions under standards established by the AICPA and by OMB Bulletin No. 98-08, as
amended. Reportable conditions are matters coming to our attention relating to significant deficienciesin
the design or operation of the internal control that, in our judgment, could adversely affect the agency’s
ability to meet the internal control objectives described above. The reportable conditions we noted were:
SSA needsto further strengthen controls to protect its information and SSA needs to complete and fully test
its plan for maintaining continuity of operations.

A material weakness, as defined by the AICPA and OMB Bulletin No. 98-08, as amended, is areportable
condition in which the design or operation of one or more of the internal control components does not
reduceto areatively low level therisk that misstatementsin amounts that would be material in relation to
the principal financia statements being audited or to a performance measure or aggregation of related
performance measures may occur and not be detected within atimely period by employees in the normal
course of performing their assigned duties. We believe that neither of the two reportable conditions that
follow is a material weakness as defined by the AICPA and OMB Bulletin No. 98-08, as amended. One of
theissuesraised in our 1998 report, that SSA can improve controls over separation of duties, is no longer a
reportable condition.
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1. SSA Needsto Further Strengthen Controlsto Protect Its I nformation

SSA has made notable progress in addressing the information protection issuesraised in prior years.
Specifically, the agency has:

Developed a System Security Bulletin that provides a security framework for processing in the
mainframe and distributed environments;

Established a mainframe security monitoring process through the devel opment of the Security
Management Action Report (SMART) that is used to monitor inappropriate access to SSA systems;

Improved physical security at the National Computer Center (NCC) by implementing tighter controls
over physical accessto the facility and increasing security awareness of the guard force; and

Continued to improve security monitoring procedures and practicesin the local area network (LAN)
environment at Headquarters, including an ongoing process to identify unauthorized modems and
immediately removing unauthorized modem access.

Our audit in 1999 found that SSA’ s systems environment remains threatened by weaknessesin several
components of itsinformation protection control structure. Because disclosure of detailed information
about these weaknesses might further compromise controls, we are providing no further details here.
Instead, the specifics are presented in a separate, limited-distribution management letter. The general areas
where weaknesses were noted are:

The entity-wide security program and associ ated weaknesses in devel oping, implementing and
monitoring LAN and distributed systems security;

SSA’s mainframe computer security and operating system configuration;

Physical access controls at non-headquarters locations; and

Certification and accreditation of certain general support and major application systems.
Until corrected, these weaknesses will continue to increase the risks of unauthorized accessto, and
modification or disclosure of, sensitive SSA information. In turn, unauthorized access to sensitive data can
result in the loss of data, loss of Trust Fund resources, and compromised privacy of information associated
with SSA’s enumeration, earnings, retirement, and disability processes and programs.
Recommendations
We recommend that SSA accelerate and build on its progressin 1999 to enhance information protection by
further strengthening its entity-wide security as it relates to implementation of physical and technical
computer security mechanisms and controls throughout the organization. In general, we recommend that
SSA:

Reevaluate its overall organization-wide security architecture;

Reassess the security roles and responsibilities throughout the organization’s central and regional
office components,

Assure that the appropriate level of trained resources are in place to devel op, implement and monitor
the SSA security program;
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Enhance and ingtitutionalize an entity-wide security program that facilitates strengthening of LAN and
distributed systems’ security;

Review and certify system access for all users;

Enhance procedures for removing system access when employees are transferred or |eave the agency;
Decrease vulnerabilitiesin the mainframe operating system configuration;

Implement the mainframe monitoring process (SMART Report);

Finalize accreditation and certification of systems;

Develop and implement an ongoing entity-wide information security compliance program; and
Strengthen physical access controls at non-headquarters sites.

More specific recommendations are included in a separate, limited-distribution management | etter.

2. SSA Needsto Complete and Fully Test Its Plan for Maintaining Continuity of
Operations

SSA has made notable progress since 1998 in implementing improvements to its disaster recovery plan for
computer operations. For example, SSA has scheduled testing for al of its 13 originally identified critical
workloads for fiscal year 2000. In addition, SSA established a special workgroup that validated the original
critical workloads and identified potential additional critical workloads. SSA further devel oped its draft
plan for moving computer operations from its designated “hot-site” (afacility that already has computer
equipment and an acceptable computing environment in place to provide processing capahilities on short
notice) to a“cold-site” in the event of alonger-term disruption of processing operations. In an effort to
eliminate the need for a hot-site to cold-site transition plan and provide for long term outages of up to 12
months, SSA has negotiated with the hot-site vendor via the General Services Administration (GSA) to
provide maximum EDP operational capability after disaster declaration. Furthermore, an Interagency
Agreement between SSA and GSA has been established so funds and resources will be availablein atime
of disaster. Finally, SSA initiated effortsto establish a continuity of operations planning workgroup to
bring an agency-wide focusto its effortsin this area.

While SSA has many components of a contingency plan in place, we identified a number of deficiencies
that, in our opinion, would impair SSA’s ability to respond effectively to a disruption in business
operations as a result of adisaster or other long-term crisis. Although SSA has performed a Business
Impact Analysis, itslist of critical workloadsis still being finalized and recovery time objectives (RTOs)
have not yet been established for each of the critical workloads. Consequently, SSA has not established
recovery priorities for al of its systemsin the mainframe and distributed environments. Furthermore, the
plan for recovering the critical workloads still needsto be fully tested. In addition, SSA has not fully
updated the contingency plans for the headquarters site or finalized and tested contingency plans for non-
headquarters sites.

SSA also needs to take additional actions to ensure its approach for obtaining alternate processing facilities
will be successful. Aswith other agreements for continuity services, availability of SSA’s designated hot-
siteis dependent upon whether other customers of the hot-site vendor have already declared a disaster,
since use of the hot-siteis on a"first come, first served” basis. Under the current hot-site arrangement, SSA
will be provided with the choice of two Mainframe/Midrange Recovery Centers (MRCs) and two Workarea
Recovery Centers (WRCs) for recovering EDP operations. Vendor facilitiesin North Bergen, NJ and
Columbia, MD, respectively, have been identified for SSA use. SSA needs to have the hot-site vendor
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identify the secondary MRC and WRC in the event that SSA is not thefirst customer to declare a disaster
and therefore cannot be serviced by the North Bergen and/or Columbia facilities. Once the secondary
facilities have been identified, SSA needs to perform recovery tests at these locations to ensure that the
resources are adequate to enable recovery of EDP operations.

While we are encouraged by the attention and level of effort SSA has directed to thisissue thus far, and
senior level agency management is committed to completing and fully testing a comprehensive plan, SSA
remains focused on the systems aspect of continuity planning. SSA needs to ensure it includes contingency
planning for operations as well asfor systemsin its overall plan.

Recommendations

We recommend that SSA:
Finalizethelist of critical SSA workloads and fully test the plans for recovering each workload;
Establish RTOs for each critical workload;
Establish recovery priorities for all systems and applications (mainframe and distributed);
Update contingency plans for headquarters;
Finalize and test contingency plans for non-headquarters sites;

Have its hot-site vendor identify secondary facilities (MRC and WRC) for recovering EDP operations;
and

Finalize and test SSA’ s ultimate strategy for implementing and maintaining alternate processing
facilities.

REPORT ON COMPLIANCE WITH LAWS AND REGULATIONS

We conducted our audit in accordance with generally accepted auditing standards, the standards applicable
to financia audits contained in Government Auditing Standards issued by the Comptroller General of the
United States, and Office of Management and Budget (OMB) Bulletin No. 98-08, as amended.

The management of SSA is responsible for complying with laws and regul ations applicabl e to the agency.
As part of obtaining reasonabl e assurance about whether the financial statements are free of material
misstatement, we performed tests of SSA’s compliance with certain provisions of applicable laws and
regulations, noncompliance with which could have a direct and material effect on the determination of
financial statement amounts and certain other laws and regulations specified in OMB Bulletin No. 98-08, as
amended, including the requirements referred to in the Federal Financial Management Improvement Act
(FFMIA) of 1996. However, the objective of our audit of the financial statements was not to provide an
opinion on overall compliance with such provisions and, accordingly, we do not express such an opinion.

Theresults of our tests of compliance with the laws and regulations described in the preceding paragraph
disclosed instances of noncompliance with the following laws and regulations that are required to be
reported under Government Auditing Standards and OMB Bulletin No. 98-08, as amended.

SSA isnot in full compliance with Section 221(i) of the Social Security Act which requires periodic

Continuing Disability Reviews (CDRs) for Title 11 beneficiaries. If CDRs are not performed timely,
beneficiaries who are no longer eigible for disability may inappropriately continue to receive benefits,
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including Medicare benefits. Prior to our report date, SSA was unable to provide an estimate of the
total backlog of Title Il cases yet to be reviewed for continuing digibility as of September 30, 1999.

Under FFMIA, we are required to report whether the agency’ s financial management systems
substantially comply with Federal financial management systems requirements, Federal accounting
standards, and the United States Standard General Ledger at the transaction level. To meet this
reguirement we performed tests of compliance using the implementation guidance for FFMIA included
in Appendix D of OMB Bulletin No. 98-08, as amended. We found weaknesses in information
protection and business continuity planning, as described above. We believe these weaknesses are
significant departures from certain of the requirements of OMB Circulars A-127, Financial
Management Systems, and A-130, Management of Federal Information Resources, and are therefore
instances of substantial noncompliance with the Federal financial management systems requirements
under FFMIA. SSA should assign a high priority to the corrective actions consistent with the
reguirements of OMB Circular No. A-50 Revised, on audit follow-up.

Except as noted in the previous paragraph, the results of our tests of compliance disclosed no instances of

noncompliance with other laws and regulations that are required to be reported under Government Auditing
Sandards or OMB Bulletin No. 98-08, as amended.

OBJECTIVES, SCOPE AND METHODOLOGY

SSA management isresponsible for:
Preparing the annual financial statementsin conformity with generally accepted accounting principles,

Establishing, maintaining, and ng internal control that provides reasonable, but not absol ute,
assurance that the broad control objectives of OMB Bulletin No. 98-08, as amended are met; and

Complying with applicable laws and regulations.

Our responsibilitiesareto:
Express an opinion on SSA’s principal financia statements;
Obtain reasonabl e assurance about whether management’ s assertion about the effectiveness of the
internal control isfairly stated, in all material respects, based upon the internal control objectivesin
OMB Bulletin No. 98-08, as amended, Audit Requirements for Federal Financial Statements, requiring
that transactions be properly recorded, processed, and summarized to permit the preparation of the
principal statementsin accordance with generally accepted accounting principles, and the safeguarding
of assets againgt loss from unauthorized acquisition, use or disposal; and

Test SSA’s compliance with selected provisions of laws and regulations that could materially affect the
principal financial statements.

In order to fulfill these responsibilities, we:

Examined, on atest basis, evidence supporting the amounts and disclosures in the principal financia
statements;

Assessed the accounting principles used and significant estimates made by management;

Evaluated the overall presentation of the principal financial statements;
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Obtained an understanding of the internal control related to safeguarding assets, compliance with laws
and regulations including the execution of transactions in accordance with budget authority, financial
reporting, and certain performance measures determined by management to be key and reported in the
Overview of SSA and Supplemental Financial and Management Information;

Tested relevant internal control over safeguarding, compliance, and financial reporting and eval uated
management’ s assertion about the effectiveness of the internal control; and

Tested compliance with selected provisions of laws and regul ations.

We did not evaluate al the internal controls relevant to operating objectives as broadly defined by the
Federal Managers Financial Integrity Act, such asthose controls relevant to preparing statistical reports
and ensuring efficient operations. We limited our internal control testing to those controls necessary to
achieve the objectives outlined in our report on management’ s assertion about the effectiveness of the
internal control.

* k k k %

We noted other mattersinvolving theinternal control and its operation that we will communicatein a
Separate | etter.

Thisreport isintended soley for the information and use of the management and Inspector General of

SSA, OMB and Congress and is not intended to be and should not be used by anyone other than these
specified parties.

PiceunterbanieCogpers 140

Arlington, Virginia
November 18, 1999
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SOCIAL SECURITY

Office of the Commissioner

November 16, 1999

Pri cewat er houseCooper s
1616 N. Fort Myer Drive
Arlington, Virginia 22209

Ladi es and Gentl enen:

We have reviewed the 1999 draft report on managenent's assertion
about the effectiveness of the Social Security Adm nistration's
(SSA) internal controls and conpliance wwth [ aws and

regul ations. W agree with all the findings and reconmendati ons
contained in the report and our conments and responses are

encl osed.

We are pleased that the report indicates that SSA has inproved
controls over separation of duties to the extent that this area
is no longer a reportable condition. W are also pleased that
you acknow edged our notabl e progress in addressing the

remai ning two reportable conditions addressed in the report.
SSA is conmmtted to continue making i nprovenents in these areas
until all planned actions are conpleted. Please direct any
guestions on our coments to Thomas G Staples, Associate
Comm ssi oner for Financial Policy and Operations, at

(410) 965-3839.

Si ncerely,

3/’\,“_6{. Ofau-

John R Dyer
Princi pal Deputy Comm ssioner
of Social Security
Encl osure

SOCI AL SECURI TY ADM NI STRATI ON BALTI MORE MD 21235- 0001
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Comments of the Social Security Adm nistration (SSA) on

Pri cewat er houseCoopers' Draft Report on the Fiscal Year (FY)

1999 Draft Report on Managenent's Assertion About the

Ef fecti veness of SSA's Internal Controls and Conpliance with Laws
and Regul ati ons

General Conmments

Thank you for the opportunity to comrent on your draft report on
the effectiveness of SSA's internal controls and conpliance with
| aws and regul ati ons. W wel cone your opinion that nanagenent's
assertion that SSA's systens of accounting and internal control
are in conpliance with the internal control objectives in Ofice
of Managenment and Budget Bulletin No. 98-08, as anended, is
fairly stated, in all material respects.

We are pleased that there were no new reportable conditions
identified since |last year's report and that the report found

t hat SSA has inproved controls over separation of duties to the
extent that this area is no longer a reportable condition. W
will continue to nmake inprovenents to strengthen our controls in
this area.

W are al so pleased that you acknow edged notabl e progress in
addressing the remaining two reportable conditions addressed in
the report; i.e., protection of information and continuity of
operations. SSAis commtted to continue making inprovenents in
these areas until all planned actions are conpl et ed.

Report on Managenent's Assertion About the Effectiveness of
| nternal Controls

Finding 1, SSA Needs to Further Strengthen Controls to Protect
Its Information

Recommendat i ons:

We recomend that SSA accelerate and build on its progress in
1999 to enhance information protection by further strengthening
its entity-wide security as it relates to inplenentation of

physi cal and technical conputer security mechani sns and controls
t hroughout the organization. |In general, we recommend that SSA:
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Reeval uate its overall organization-w de security
architecture,

SSA Conmment

SSA agrees with this recommendation and is initiating a ful
reassessnent of its organi zation-w de security architecture to
ensure that vulnerabilities, especially those introduced by new
technol ogy, are being addressed. This strategic reassessnent
will allow SSA to identify any additional initiatives needed to
upgrade its prograns. Enhancenents to the existing architecture
resulting fromthis activity will be inplenented and

communi cated to all SSA conponents.

Reassess the security roles and responsibilities throughout
the organi zation’s central and regi onal office conponents;

SSA Conmment

SSA agrees with this recommendation and is currently reassessing
security roles and responsibilities. Recently, SSA elevated the
organi zational structure of the entity for information systens
security within the Ofice of Finance, Assessnent and
Managenment. Also, within the Ofice of Operations, a higher

| evel security oversight group was forned and there was a
reassessnment of regional security officer roles to enphasize the
i ncreased inportance of their roles.

Assure that the appropriate |level of trained resources are in
pl ace to devel op, inplenment and nonitor the SSA security

progr am

SSA Conmment

SSA agrees with this recommendati on and has enhanced security
training by directing additional funds toward new security
training courses for both Headquarters and regi onal security
staffs. In addition, the Ofice of Systens is taking steps to
inprove its security program by obtaining additional expertise
via contractor services.

The additional training and the organi zational refocusing

di scussed above will ensure the appropriate |level of trained
resources are in place to devel op, inplenent and nonitor the SSA
security program
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Enhance and institutionalize an entity-w de security program
that facilitates strengthening of Local Area Network (LAN) and
distributed systens’ security;

SSA Conmment

SSA agrees wth the recommendati on and has been working
diligently on inprovenents in this area. SSA wll continue to
enhance and institutionalize the entity-w de security program
t hrough a series of enhancenents to the mainfrane, LAN and

di stributive systenms. The enhancenents will include: inproved
nmoni toring of access controls, particularly in field activities;
full inplenentation of the Enterprise Security Interface;

adm ni strative nonitoring and penetration testing.

Revi ew and certify system access for all users;

SSA Conmment

SSA agrees with this recommendati on and continues to make
progress in this area. The Ofice of Systenms continues to work
aggressively to adjust access rights under its Standardized
System Profile Project.

Enhance procedures for renoving system access when enpl oyees
are transferred or | eave the agency;

SSA Conmment

SSA agrees with this recommendation and will continue to inprove
our procedures and the conprehensive processes already in place
for renoving system access when enpl oyees are transferred or

| eave the Agency.

Decrease vulnerabilities in the mainframe operating system
configuration;

SSA Conmment

SSA agrees with this recommendation and will continue to

eval uate our mai nframe operating system configuration and
initiate changes to protect against threats, both deliberate and
noni ntenti onal .
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| mpl ement the mai nframe nonitoring process (Security
Managenment Action Report (SMART Report));

SSA Conmment

SSA agrees with this recommendation. As acknow edged earlier in
the report, SSA has established the SMART Report, which is
distributed to the security officers responsible for the groups
using the systens. Wile nost users are in non-Headquarters
offices, all users, including those in central office, are
tracked and nonitored. Procedures have been distributed which
focus the reviews on specific types of transaction scenari os,

t hereby nmaki ng the SMART system a nore useful security
managenent and enforcenment tool. W agree that additional
enhancenents for increased use of the report can be nmade both in
the field and in central office. W wll continue to inprove
the use of the report to nonitor inappropriate access to SSA s
syst ens.

Finalize accreditation and certification of systens;

SSA Conmment

SSA agrees with this recommendation and either certified or
recertified all of SSA's sensitive systens in July 1999.

Devel op and i npl ement an ongoing entity-w de information
security conpliance program and

SSA Conmment

SSA agrees with this recommendati on and has a nunber of existing
and pl anned prograns to nonitor conpliance with security
policies and procedures. 1In addition to autonmated controls, SSA
al so nonitors conpliance through programati c and systens

audits, financial systens reviews, and other internal studies
and revi ews.

SSA has made progress in devel opi ng the Conprehensive Integrity
Revi ew Process (CIRP) systemthat will consolidate integrity
review functions into a single automated facility where
transactions will be screened against specific criteria. The
criteria include cross-application criteria and can be changed
to concentrate on energing trends. SSA remains conmmtted to
ongoi ng enhancenent and i nplenmentation of the CIRP system
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Strengt hen physical access controls at non-Headquarters sites.

SSA Conmment

SSA agrees with this recommendation and is conmtted to
strengthening security at non-Headquarters sites. W are in the
process of enhancing the badgi ng procedures and policy
enforcenent in the regions and other nmj or non-Headquarters
facilities. |In addition, the Agency, through its security
tactical plan, has been working to increase physical security at
the National Conputer Center (NCC) and SSA facilities around the
country.

Finding 2, SSA Needs to Conplete and Fully Test Its Plan for
Mai nt ai ni ng Continuity of Operations

Recommendat i ons:

W recommend t hat SSA:

Finalize the list of critical SSA workloads and fully test the
pl ans for recovering each workl oad;

SSA Conmment

SSA agrees with this recommendation. SSA recently reeval uated
and confirmed its critical workloads. Testing that wll
determ ne recoverability of all identified critical workloads is
schedul ed for July 2000.

Establi sh recovery tinme objectives (RTO for each critical
wor kl oad;

SSA Conmment

SSA agrees with this recommendation. It is SSA's goal to
provide users with a fully integrated set of software to process
each critical workload as rapidly as possible. As part of our
July 2000 test, we plan to assess and determ ne realistic

ti meframes and sequences for restoring critical workl oads.

These objectives will be incorporated into the next iteration of
the Di saster Recovery Plan (DRP). Subsequent DRP iterations
will include tinmefranmes and other supporting information.
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Establish recovery priorities for all systens and applications
(mai nframe and distributed);

SSA Conmment

SSA agrees with this recommendation and continues to work to
establish recovery priorities for all mainfranme and distributed
systens and applications. DRP identifies the recovery seqguence
of all mainfranme workl oads. W plan to determine realistic
timeframes for reestablishing access to these workloads. In
addition, SSAwll work to further define the recovery of the
di stri buted workl oads.

Updat e conti ngency plans for Headquarters;

SSA Conmment

SSA agrees with this recommendation. In conpliance with
Presidential Decision Directive Nunber 67, Enduring
Constitutional Governnent and Continuity of Operations Plan, SSA
has convened an agencyw de workgroup to devel op an
infrastructure for contingency planning. This includes defining
organi zational roles and responsibilities, essential operations
and staffing, training, maintenance, etc. The actions
recommended by the workgroup and approved by SSA nanagenent w ||
be incorporated in to the Agency contingency pl an.

Finalize and test contingency plans for non-Headquarters
sites;

SSA Conmment

SSA agrees with this recommendation and is in the process of
review ng and updating all of the Security Action Plans (SAP)
that are in place in its non-Headquarters facilities. The Area
Directors will review and test the SAPs as they visit each site
during the course of the year. The Agency al so conducts field
site visits to assess the security that is in place in our
offices. In the course of these visits, staff will analyze the
pl ans for effectiveness and verify that enployees are famliar
with their content and application.
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Have its hot-site vendor identify secondary facilities
(Mai nframe/ M drange Recovery Centers (MRCs) and Workarea
Recovery Centers (WRCs)) for recovering EDP operations; and

SSA Conmment

SSA agrees that secondary facilities be identified and a listing
currently exists in the Inter-Agency Agreenment (1 AA) with the
General Services Adm nistration (GSA).

Finalize and test SSA's ultimte strategy for inplenenting and
mai ntai ning alternate processing facilities.

SSA Conmment

SSA agrees with this recommendation. Qur current AA with GSA
provides SSAwith a long-term alternate facility supplied
through a GSA contract. These provisions will be inplenented
and provide SSA access to the site for 1 year should a

cat astrophi c event | eave the NCC uni nhabitable for |onger than 6
weeks. SSA annually tests the use of alternate facilities when
conducting its disaster recovery test of NCC operations. The
extent of these tests is |imted by test tine constraints, the
smal l er configuration used for testing, availability of

personnel and ot her such factors.

Over the years, SSA has gained significant experience in
installing and running its systens on a wide variety of hardware
during disaster recovery tests and benchmarki ng new conputi ng
platforns. W believe this experience has resulted in the

devel opment of reliable procedures that allow SSA to bring up
its systens at any site. This, of course, does not renove SSA s
burden of verifying that secondary sites are stocked, as

i ndi cated, by the vendor. W w |l evaluate the benefits of
establishing orientation visits at the secondary sites.

Report on Conpliance with Laws and Regul ati ons

Fi ndi ngs:

SSAis not in full conpliance with section 221(i) of the Soci al
Security Act which requires periodic Continuing Disability
Reviews (CDRs) for Title Il beneficiaries. |f CDRs are not
performed tinely, beneficiaries who are no longer eligible for
disability may inappropriately continue to receive benefits,

i ncl udi ng Medi care benefits. Prior to our report date, SSA was
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unabl e to provide an estimte of the total backlog of Title I
cases yet to be reviewed for continuing eligibility as of
Sept enber 30, 1999.

SSA Conmment

We believe SSA has made significant progress towards becom ng
conpliant with section 221 (i) by the end of next year. W
recommend that this be recognized by adding the follow ng at the

end of the above finding: “Recognizing its responsibility to
meet the requirenents of the law, SSA has a plan to elimnate
t he backlog of title Il CDRs and is on target to elimnate the

backl og by FY 2000.”

Under FFM A, we are required to report whether the agency’s
financi al managenent systens substantially conply with Federa
financi al managenent systens requirenents, Federal accounting
standards, and the United States Standard General Ledger at the
transaction level. To neet this requirenment we performed tests
of conpliance using the inplenentation gui dance for FFM A

i ncluded in Appendix D of OVB Bulletin No. 98-08, as anended.
We found weaknesses in information protection and busi ness
continuity planning, as described above. W believe these
weaknesses are significant departures fromcertain of the

requi renents of OMB Circulars A-127, Financial Mnagenent
Systens, and A-130, Managenent of Federal |nformation Resources,
and are therefore instances of substantial nonconpliance with

t he Federal financial managenent systens requirenents under
FFM A.  SSA shoul d assign a high priority to the corrective
actions consistent with the requirenments of OVB G rcul ar No.
A-50 Revised, on audit follow up.

SSA Conmment

SSA partially agrees with this finding. As discussed earlier in
the report and in these coments, SSA agrees with the findings
and recomrendations pertaining to protection of information and
continuity of operations and we are conmtted to continue maki ng
i nprovenents in these areas until all planned actions are
conpleted. However, we do not agree that these are instances of
substanti al nonconpliance. Furthernore, due to the fact that
there were no new reportable conditions identified since |ast
year’s report and that SSA has inproved controls over separation
of duties to the extent that the area is no |onger a reportable
condition, we believe that SSA is, overall, in substanti al
conpliance wth the Federal Financial Managenent | nprovenent

Act .
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